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Foreword

Brigitte Zypries,
Federal Minister for
Economic Affairs and Energy

Digitalisation is a major theme of Germany’s G20 Presidency, the motto of which is
“Shaping an Interconnected World”, and is a key factor for strong, sustainable, bal-
anced and inclusive global economic growth. I have invited the G20 digitalisation
ministers and digital industry to discuss how digitalisation can be successfully
shaped. This is the first such meeting in the history of the G20.

Prior to the Digital Ministers Meeting, the Federal Ministry for Economic Affairs
and Energy hosted the conference “Digitising Manufacturing in the G20 -
Initiatives, Best Practices and Policy Approaches” in Berlin in March 2017. Issues
related to the digitalisation of industry were discussed at high-level panels and in
numerous workshops. The discussions provided us with key findings and pointers
for the G20 process.

Digitalised industry - Industrie 4.0, as we call it in Germany - has the potential to
foster the global economy via more efficient and sustainable production. New val-
ue chains are emerging, and the definition of different sectors is changing. New
business models and technologies like artificial intelligence and additive manufac-
turing are driving the process.

The G20 countries have differing industrial structures, and the economic strengths,
corporate cultures and traditions vary from country to country. For this reason,
each country has to identify and utilise its specific strengths in the digitalisation
process. At the same time, it is necessary to strengthen international cooperation in
the field of Industry 4.0, for example with regard to standardisation, access to test
beds, or support for small and medium-sized enterprises. The future of the econo-
mies in the G20 depends on how they master the transition to digital production.

The digital transformation is a task for the whole of society and a global develop-
ment. If we are to make full use of the potential of a globally connected world
economy, we will need to cooperate across borders. We will need to work together
to boost confidence in the digital economy. We will need common standards. And
we, the G20 countries, will need to keep calling for open markets for goods, services
and investment. They have brought enormous benefits all round the world. Our
aim is to shape fair globalisation. To do this, we need to have key policy principles
and common rules.



A global shift towards

digitising manufacturing

Germany took over the G20 Presidency in December 2016.
Digitalisation is a core focus, as it is a key requirement for
strong, sustainable, balanced and inclusive global growth.
The G20 Digital Ministers came together for the first time in
April 2017 to discuss “Digitalisation: Policies for a Digital
Future”. In this context the German Federal Ministry for
Economic Affairs and Energy hosted the conference
“Digitising Manufacturing in the G20 - Initiatives, Best
Practices and Policy Approaches” in Berlin in March 2017.
Around 500 representatives of government, business and
civil society from the G20 countries joined the conference.

In the light of the status quo, reflecting the challenges and
accepting a different level of digitisation of the respective
manufacturing sectors within the G20, the conference had
the following objectives:

e Bringing together experts from enterprises, science and
political decision makers from G20 countries in the field
of digitising manufacturing.

® Fostering a common understanding of key areas and the
status quo regarding the challenges and opportunities in
the field of digitising manufacturing.

e Recommending action for the regulatory framework,
cyber security, enabling of business models, artificial
intelligence, standardisation and digital skills.

e This brochure gives an overview of the discussions and
the main findings at the conference. It describes some
initial conclusions and different perspectives in the
high-level panels. This is followed by summaries of the
13 interactive panels which covered various topics, rang-
ing from standardisation, testbeds and regulatory chal-
lenges to the future of work, training and skills as well as
data security, artificial intelligence and the impact on
developing countries.

Digitising manufacturing, Industrial Internet and Industry
4.0 all refer to an intelligent and flexible production system.
This will fundamentally transform value-creation process-
es. The key element is a combination of production meth-
ods with state-of-the-art information and communication
technology. Production and logistics processes are integrat-
ed intelligently across company boundaries to make manu-
facturing more efficient and flexible. Networking the com-
panies in the supply chain makes it possible to optimise not

only individual production steps, but the entire value chain.
Production processes can be controlled across company
boundaries, and resources and energy can be saved. All in all
the competitiveness of the industrial sector can be
strengthened.

Digitising manufacturing offers enormous potential for

the industrial sector in the G20 as millions of jobs depend
directly and indirectly on the manufacturing industries. The
industrial sector accounts for a significant part of the GDP
of the G20 members. As there is a strong impact of digital
technologies on industry, many G20 states have launched
their own initiatives - in Germany it is called “Plattform
Industrie 4.0”.

Digitalisation will give rise to new business models and
new prospects, but also entails certain challenges. There is a
broad consensus that stakeholders from industry, science,
politics, labour representatives and society need to work
together to master the challenges and to reap the benefits of
the fourth industrial revolution. The dialogue in the G20 is
of key importance and can support the process of deepen-
ing a global understanding and exchanging best practices.

Key recommendations and areas of action
identified during the conference:

e Encourage the creation or further development of national
initiatives involving relevant stakeholders on digitising
manufacturing and support learning partnerships
between them. These initiatives can contribute to the
digitalisation of economies and facilitate international
cooperation.

e Sharing best practices is essential to facilitate digital
transformation on a global level and to increase trans-
parency about the ongoing activities in the G20 coun-
tries.

e To follow the path to digital transformation and recog-
nise and grasp the opportunities presented by Industry
4.0 SMEs need particular support. Centres of excellence,
digital hubs (for start-ups) and clusters should be encour-
aged in order to inform and support them, as well as to
explore synergies with various partners, including large
companies.
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For SMEs, easy access to testbeds is necessary and there
is a need for testing facilities set up by various interna-
tional partners.

The development of international standards should be
industry- and marketled, based on principles of open-
ness and transparency. Consensus-based standardisation
and consortialed/de-facto standardisation should be
included.

Work within international forums and consortia should
be intensified in order to ensure interoperability in
Industry 4.0.

Companies should be helped to identify IoT risks, to
consider a consistent, effective and resilient design to
protect security-/safety-critical assets and maintain a
safe and secure state, and to dispatch and share informa-
tion.

e Digital skills and competencies are driving forces for

innovation and competitiveness in G20 and partner
countries’ economies. Digital literacy and digital skills
should be elements of all forms of education and profes-
sional training throughout people’s lives. Starting from
early education to vocational and university education
to life-long learning - the acquisition of digital skills is
essential in all these periods, especially in the transition
from job to job.

Governments now have a window of opportunity, and
should create an environment for innovation which
includes incentives for investments in new technologies.

Incentives for international research collaboration
and new business-to-business connections should be
fostered.



Global aspects of digitalisation -
summary of the three main panels

Digitising Manufacturing in the G20

G20 GERMANY 2017

FLTR: Melinda Crane, Mauro Fenzi, Susanto Irwan, Dr. Jan Michael Mrosik, Karthikeyan Natarajan, Prof. Stephan Reimelt

Factories of the Future - from global value
chains to interconnected global value networks
(Panel I)

The first panel brought together business leaders from vari-
ous G20 countries who are implementing their vision for
the emergent digitised industry. The goal was to present
concrete examples within the production context and to
discuss the implications of digitalisation that can already be
seen and that are expected in the future. Topics like chang-
ing business models, business cooperation and changing
value networks and digital ecosystems were touched on, as
were education, skills and corporate responsibilities.

“Everything is changing very fast,” Mauro Fenzi, CEO of the
Italian multinational manufacturer Comau, summarised
the status quo of the transformation. Businesses are affect-
ed by digitalisation, challenging their business models and
customer relations, their workers and necessary skill sets
and their integration into global value networks. The man-
ufacturing sector is already marked by huge investments in
new technologies, robotics and automated machines, for
example. Companies need to rethink their strategies in gen-
eral. Mauro Fenzi outlined this by stating “If you do not dig-
italise your company, it is hard to digitalise your business
model”

Data has become an important commodity, giving plat-
forms which provide solutions to use it an increasing rele-
vance and increased visibility. “It is a platform game”, said
Prof. Stephan Reimelt, former CEO of GE (General Electric)
in Germany and Austria. As a multinational enterprise, GE is
setting up an ecosystem based on datadriven platform solu-
tions. These platforms help manufacturing companies to
deal with and benefit from the massive data output being
generated from the connection of “things” such as ma-
chines, computers and products. The increasing access to
information, growing transparency and fast availability of
products through the digital transformation allows more
focus to be placed on the individual customer. “Many com-
panies are starting to bring some of the manufacturing pro-
cess into the shops.” said Mauro Fenzi, pointing out the new
approach to integrate the customer into the production
process. Karthikeyan Natarajan, Senior Vice President and
Global Head of Engineering, [oT & Enterprise Mobility, at
the Indian enterprise Tech Mahindra adds to this: “What we
are doing is mapping our customers’ journey to find out
where they see themselves in five years. Many of them go
beyond selling products to delivering services and product
as a service models” Tech Mahindra’s goal would not just be
to develop the most sophisticated technology but “to make
the customer’s transformation towards digitalization, ser-
vices and business models happen” by providing the neces-
sary infrastructure, applications solutions, and global scale.
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With the growing speed of the change of individual con-
sumer demands comes the challenge to innovate much
faster. Start-ups have a competitive advantage in this re-
spect as they are more flexible. This allows them to try new
ideas, to fail and reinvent their business models. Susanto
Irwan, founder of Sensify Security and on the panel as a
representative of the Silicon Valley start-up scene, said:
“Start-ups are not typically tied to a strict agenda of a larger
corporation. They are hyperfocused on innovating fast, fail-
ing fast, continuing to iterate and execute. Speed and agility
are the core tenants of a startup to enable to succeed and
deliver results”

The larger multinational companies are trying to integrate
more of a start-up culture into their own operations in or-
der to speed up innovations and survive on increasingly
competitive markets and with more demanding customers.
“You need innovations and ideas from outside and that can
be possible through mergers and acquisitions” said Dr. Jan
Michael Mrosik, CEO of the Digital Factory Division of
Siemens. Also, as a second way of keeping innovations high
within Siemens, Mrosik introduced the newly founded

Karthikeyan Natarajan speaking, Prof. Stephan Reimelt behind

Panellists

Mauro Fenzi

CEO, Comau S.p.A. |

Susanto Irwan

Founder, Sensify Security |

Dr. Jan Michael Mrosik

CEO Digital Factory Division, Siemens |
Karthikeyan Natarajan

Senior Vice President, Global Head of
Engineering Practice, Tech Mahindra;
Co-Chair, Engineering Council,
NASSCOM (India) |

Prof. Stephan Reimelt

former CEO of GE (General Electric) in
Germany and Austria |

company next47: “This company bundles Siemens’ start-up
related activities. It works highly autonomously with start-
ups worldwide in order to identify new ideas, projects, tech-
nologies and inspiring people from various disciplines and
backgrounds.” As another global enterprise, Karthikeyan
Natarajan of Tech Mahindra introduced their strategy:

“We are defining and mapping our offerings to the run,
change, and grow goals of our customers. We help them run
better, change faster, and grow greater by leveraging digital
engineering and the power of digital platforms. We want to
equip our customers to operate like start-ups.”

Industry 4.0 not only changes business models and the way
we do business, but also the way industry is working. In fu-
ture, robots and human beings will be working closely to-
gether in hybrid systems. “It seems that the workers are not
in the middle of the game, but they need to be” said Comau
CEO Mauro Fenzi. “Digital human manufacturing”, as Fenzi
calls it, is focusing on the worker perspective and support-
ing them in this massive transformation. Education and
training needs to prepare people as well as possible for the
changing working environment in Industry 4.0.

The manufacturing industry needs to adapt to the platform
economy, developing its own platforms to collect all the
necessary data along the value chain and to work efficiently
with Big Data. Companies need to become faster and foster
innovations holistically. Education and training needs to
evolve to better prepare people for the changing working
environment that Industry 4.0 presents. The German dual
education system, which combines apprenticeships in a
company and vocational education at vocational school in
one course, can be a good model for other countries too.

Susanto Irwan Center, Prof. Stephan Reimelt behind
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Shaping the future of industry together - how
Industry 4.0 initiatives can enhance progress in
digital production processes (Panel II)

Countries worldwide are trying to strengthen their manu-
facturing industries by setting up programmes, networks
and initiatives. Representatives from eight national initia-
tives and the EU discussed the national focus that they have
initiated in order to foster the development of Industry 4.0
in their country and where they see the potential for inter-
national cooperation. The discussion revealed that opportu-
nities to develop new expertise and smart solutions within
a globally interconnected system stand side by side with
concerns about not being able to keep pace with the rapid
developments in today’s world.

The panelists basically agreed on two observations describ-
ing the global phenomenon of digital production:

The transformation process takes different forms but the chal-
lenges are similar: While Spain’s focus lies on extending its
IT competencies, as the Spanish representative Mario
Buisan indicated during his description of the Spanish initi-
ative Industria conectada 4.0, Germany and Italy are bank-
ing on their strengths in the automation and manufactur-
ing sector. Mexico needs to redefine its industrial sector due
to its changing role in the supply chain. All the initiatives’
representatives have common concerns regarding cyber se-
curity, changing work force requirements, regulatory
frameworks and standards.

e The transformation stresses the need for and benefits
of new multilateral cooperation: Many initiatives for
example set up networking opportunities and foster an
exchange of best practices, including with international
partners. “We still have a lot to learn and therefore we
need this international exchange more than ever,” says
Prof. Dong Sub Kim, Head, Institute for Future Industry
Strategy, Ulsan National Institute of Science and Tech-
nology, 4th Industrial Revolution Forum (Korea). This
approach is in line with European activities as outlined
by Khalil Rouhana, Deputy Director-General and Direc-
tor for Digital Industry, DG Connect from the European
Commission: “We encourage the EU Member States to
start their own initiatives adapting the EU approach to
national and regional specificities. We bring them also
together to share experiences and collaborate even fur-
ther when action at EU-level is needed and adds signifi-
cant value:

Triggering investments from small and medium enterprises
(SMEs) in particular for their digital future is the first suc-
cess factor the groups brought up in the discussion. The
supply chain in most countries mostly consists of SMEs, so
they have to be ready for digitalised production. To help
them getting to that stage is a big challenge, as Benjamin
Gallezot, Deputy Director-General for Enterprise at the
French Ministry for the Economy and Finance; Industrie du
Futur (France) acknowledged. He was joined by Mario
Buisan: “We have to convince SMEs of what is at stake be-
cause their own survival as companies may depend on it”

FLTR: Melinda Crane, Mario Buisan, Prof. Bronwyn Fox, Benjamin Gallezot, Prof. Henning Kagermann, Prof. Dong Sub Kim, Yutaka Manchu,

Ricardo Del Olmo, Khalil Rouhana
AC

Digitising Manufacturing in the G20

G20 GERMANY 2017
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Prof. Henning Kagermann speaking, left Benjamin Gallezot,
right Prof. Dong Sub Kim

Panellists

Mario Buisan

Director General of Industry and SMEs, Ministry
of Economy, Industry and Competitiveness;
Industria conectada 4.0 (Spain) |

Prof. Bronwyn Fox

Director of the Manufacturing Futures Research
Institute, Swinburne University of Technology;
Exemplars of Initiatives from the Prime
Minister‘s Industry 4.0 Taskforce (Australia) |
Benjamin Gallezo

Deputy Director-General for Enterprise at the
French Ministry for the Economy and Finance;
Industrie du Futur (France) |

Prof. Henning Kagermann

President acatech - National Academy of
Science and Engineering; Global Representative
und Advisor, Plattform Industrie 4.0 (Germany) |
Prof. Dong Sub Kim

Head, Institute for Future Industry Strategy,
Ulsan National Institute of Science and
Technology; 4th Industrial Revolution Forum
(Korea) |

Yutaka Manchu

Deputy Secretary-General, Robot Revolution
Initiative (Japan) |

Ricardo Del Olmo

Head of the Government Procurement Unit;
Roadmap Industry 4.0 (Mexico) |

Khalil Rouhana

Deputy Director-General, DG Connect,
European Commission (EU) |

“It’'s important to share best practices, but it is also impor-
tant to share lessons learned as well,” Prof. Bronwyn Fox,
Director of the Manufacturing Futures Research Institute,
Swinburne University of Technology; Exemplars of
Initiatives from the Prime Minister‘s Industry 4.0 Taskforce
(Australia), pointed out. Setting up cross-sectoral and
cross-country business alliances, digital innovation hubs,
research and cluster networks are among national support
strategies.

Another focus was set on common standards. “Interoper-
ability is our number one goal. Since one worldwide stand-
ard is not realistic, open standards are key.” said Prof. Dr.
Henning Kagermann, President, acatech - National Acade-
my of Science and Engineering; Global Representative und
Advisor, Plattform Industrie 4.0 (Germany).Interoperable
standards are pivotal to the ability to set up global value
chains in the future. Joint efforts to harmonise various ap-
proaches on standardisation will create benefits for a global
economy. Yutaka Manchu, Deputy Secretary-General, Robot
Revolution Initiative (Japan) refers to the existing reference
architectures including the RAMI (the German Reference
Architecture Model for Industrie 4.0) and IIRA (Industrial
Internet Reference Architecture) are already mapped in a
metalevel reference architecture as “Unified Reference
Model - Map and Methodology (URM-MM)” introduced in
IEC/SEG 7.

A crucial task the panelists identified was the need to pre-
pare and train the workforce with regard to the changing
skill requirements. Of special importance are investments
in educating and training existing personnel, thus enabling
them to take part in the transformational process. Prof.
Dong Sub Kim, for example, suggests pooling strengths and
resources internationally by sharing training and awareness
tools between countries.

Speaking Mario Buiséan, followed by Prof. Bronwyn Fox, Benjamin Gallezot
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FLTR: Melinda Crane, Sharan Burrow, Philippe Darmayan, Bahadir Kaleagasi, Robert Koopman, Vasily Osmakov, Marcos de Souza, Subra Suresh

Game changer digitalisation? (Panel III)

The World Economic Forum (WEF) is monitoring the global
impacts of digitalisation, which is changing interactions be-
tween people. It has issued various reports on this topic. The
discussion in this panel was launched with an overview of
trends that are highlighted in the Forum’s Global Risk
Report.

Global income and wealth disparities are substantially re-
stricting life chances

® An increasing polarisation of societies with a growing
tendency towards advancing cultural and national con-
cerns within international and domestic politics

e Mutual accountability is decreasing, giving room for
new international security threats and a decreasing
commitment to international cooperation

e Risks concerning global issues like climate change have
increased at an unprecedented rate

The Forum has elaborated four contrasting pro-
duction scenarios showing what consequences
today’s actions can have on the world of tomor-
TOW.

Disrupted: Production transformed

A technologically driven society defines a radi-
cally new production paradigm. Economic
growth is ensured by continuous technical inno-
vations and reskilling of the workforce to enable
them to use the technologies.

Deterred: Production undercut

The focus on real time connectivity causes a loss
of security and privacy for the individual. A soci-
etal clash characterised by cyber conflicts and
growing disparities is attributable to an eco-
\nomic model that mostly benefits corporations.

Damaged: Production stratified \
Populism and protectionism have led to the end

of a multilaterally oriented world. A phase of de-
globalisation is initiated by governments revert-
ing to patterns of economic statism. Income dis-
parities lead to a societal cleavage that is difficult
to overcome.

Devolved: Production redirected

Social priorities are rearranged in reaction to the
inability of governments to achieve an equitable
distribution of wealth where production is digit-
ised. The new economy is driven by localisation
movements, customisation in pursuit of the cir-
cular economy, and a “human at the centre of
everything approach” by companies.

/
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Sharon Burrow speaking

There was a consensus in the panel that digitalisation is one
of the major drivers of change and that it has the potential
to redefine opportunities while setting out a new direction
of social wellbeing.

The Panel brought together renowned experts combining
various perspectives - the economy, education, research
and politics.

Philippe Darmayan, President of the French company
ArcelorMittal, explained, that we have not only a revolution
in production, but also a revolution in consumption and a
revolution in the way people want to work. Success for the
digital economy depends on the integration of the human

Panellists

Sharan Burrow

Secretary General, International Trade Union
Confederation (ITUC) |

Philippe Darmayan

President, ArcelorMittal France; President,
Industrie du Futur |

Bahadir Kaleagasi

Secretary General Turkish Industry and
Business Association (TUSIAD) |

Robert Koopman

Chief Economist, WTO |

Vasily Osmakov

Deputy Minister of Industry and Trade of the
Russian Federation |

Marcos de Souza

Secretary of Innovation, Ministry of Industry,
Brazil |

Subra Suresh

President of Carnegie Mellon University |

identity within technological innovations, but also on cre-
ating a society that is inclusive. Eventually societies will
judge the change not only by economic but also by the so-
cial and ecological benefits it creates. This shows that the
transformation in production systems is triggered by ad-
vanced technologies but does not stop at the factory door.

Besides a change in values, the panelists agreed that global
production - especially global value networks and value
creation patterns — will dramatically change. Countries like
Russia, Turkey and Brazil have mostly been integrated in
value creation chains as suppliers so far. The pressure of up-
skilling the workforce will cause a challenge for these coun-
tries. Vasily Osmakov, Deputy Minister of Industry and
Trade of the Russian Federation. said “The biggest problem
for us is the transformation for the industrial workers be-
cause in Industry 4.0 every worker has to be an engineer.”
The skills and qualifications of the current workforce and
succeeding generations are key elements to ensure inclusive
growth, and to provide fair opportunities for people. Sharan
Burrow, Secretary General of the International Trade Union
Confederation (ITUC), reaffirmed that right now the low
skilled labour force is increasingly marginalised. She sees
the need to develop education programmes that are jointly
set up with companies and workers to meet the needs of
both sides. How to do this appropriately is a question that
also occupies Prof. Subra Suresh, President of Carnegie
Mellon University. Questions like: What is the minimum
body of knowledge one needs in order to be a part of the
workforce in a digitalised economy? How can you make ed-
ucation deeper and broader at the same time? The discus-
sion revealed that universal solutions do not exist, but ini-
tial ideas that have proven to be successful include fostering
a culture of lifelong learning and setting up local innova-
tion ecosystems. Reorganisation of government actions and
civil society structures towards a more problem-oriented
approach can support this change and ensure that all rele-
vant perspectives are considered when devising new poli-
cies.

Societies now stand at a tipping point as to which way they
will go. Questions around inclusive growth are more rele-
vant than ever. Discussions on possible adaptations and
frameworks have just started in most societies and the list
of questions to solve is still longer than the list of answers.



Interactive Panels

In addition to the global aspects of digitalisation discussed
by the high level panels, the conference focused on specific
topics through interactive panels. In total more than 50 in-
ternational experts discussed the different topics in 13 in-
teractive panel sessions.

Many panels were chaired by Germany with a co-chair from
one of the other G20 countries to feed different perspec-
tives into the discussion.

(1) Global Industry 4.0 Standards:
challenges and opportunities

Reinhold Pichler

GERMANY | Standardization Council I 40 |
Jorg Diederichs

CHINA | Huawei |

Thomas Hahn

GERMANY | SIEMENS AG |

Prof. Fumihiko Kimura

JAPAN | University of Tokyo |

Patrick Lamboley

FRANCE | Schneider Electric |

Enrico Scarrone

ITALY | Telekom Italia/ETSI |

Dr. Wei Sha

CHINA | China Electronic Standardization
Institute |

Reference architecture models
help to come to a common
understanding and to identify

needs for standardisation.”
Thoman Hahn

11

Entire value chains will be digitalised, integrated and con-
nected from product design up to on-site customer service.
Interoperability is a must and interoperability needs stand-
ards. The aim of the session was to discuss how internation-
al standardisation could be strengthened. One further as-
pect was the need for reference architecture models such as
RAMI.

Summary

All discussants stressed the need for global standardisation.
Standardisation should be driven by industry and done in
international standardisation committees, whether in re-
gard to consensus-based standards like ISO and IEC or
de-facto standards, for example OPC Foundation, IETF,
W3C, eCl@ss, etc. In the future, existing standards must re-
main in force in order to digitalise the installed industrial
base. About 80 percent of required standards are already on
the books and can be used. Reference architecture models
for Industry 4.0 can be used to identify what standards